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(Tested on ver 0. . 
8 CRITICAL Ruby PDFKit gem prior to 0. 
CVE-2022-25765. 
Exploit for Command Injection in Pdfkit Project Pdfkit. pdfkit 0. 
6, which is the most recent version of PDFKit when writing this issue, are affected by a command injection vulnerability. 0 is vulnerable to Command Injection. 
5 HIGH 9. Command injection is an attack in which the goal is execution of arbitrary commands on the host operating system via a vulnerable application. 
Description. 
0 are vulnerable to Command Injection where the URL is not properly sanitized. 


Typically, the threat actor injects the commands by exploiting an application vulnerability, such as insufficient input validation. 
8. The package pdfkit is vulnerable to Command Injection where the URL is not properly sanitized. CVE-2023-31996 Hanwha IP Camera ANE-L7012R 1. 
Note This issue was patched in 0. 3 - HIGH. Join the Discord group or the telegram group or follow me on Twitter carlospolopm. Get Updates Via Atom On Twitter On GitHub RubySec. All < 0. local exploit for Ruby platform. 
Dec 21, 2022 PDFkit-CMD-Injection. 
8. CVE-2023-31996 Hanwha IP Camera ANE-L7012R 1. 



5 HIGH. 
A ruby gem pdfkit is commonly used for converting websites or HTML to PDF documents. 
This allows the attacker to takeover the whole infrastructure by accessing their internal assets. 
7. 
2023-01-29T103640. 
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